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About Defense.com”

Defense.com is a cybersecurity SaaS platform that
originated from a legacy of protecting Fortune 500
companies, including Dell, Google, and Berkshire
Hathaway, under the brand Bulletproof, established in
2014. Building on this expertise, Defense.com was
launched in 2021 as the world's first cybersecurity
SaaS product powered by both technology and
people. Designed to simplify online security for
businesses of all sizes, Defense.com provides a
comprehensive solution that processes massive
amounts of log data from its customers, generating
actionable threats and insights.

How Civo helped

Defense.com evaluated many hyperscale providers,
such as AWS, but repeatedly came across barriers to
entry. The number of products and complexity was
overwhelming, and the company needed guidance on
its future technology choices.

CEO Oliver Pinson-Roxburgh said, “One of the hardest
challenges was speaking to someone who understood
the unique requirements that hosting Defense.com™
presented, with most hyperscale providers preferring
to push their customers through consulting partners,
it was just very hard to get a conversation started.”

Civo's FlexCore infrastructure was the perfect
solution, providing a Kubernetes-based architecture
and GPU capabilities that enabled Defense.com to:

= Process massive log streams and translate them
into actionable insights

= Enrich data with security context and expose it to
analysts

= Utilize Al to build runbooks and other tools to
quickly ingest and make sense of new data

= Meet data residency and sovereignty requirements
for customers in regulated industries

The problem

Defense.com faced significant challenges in managing
its infrastructure, particularly with regard to
scalability, performance, and compliance. The
company's traditional stack was struggling to keep up
with the demands of processing 1.3 trillion messages
per year from its top 200 customers. The need for
high-performance, high-throughput processing, fast log
search, and continuous uptime was paramount.
Additionally, Defense.com required a solution that
could meet data residency and sovereignty
requirements for customers in regulated industries.

Before partnering with Civo, Defense.com was hosting
its technology stack in a private data center on its own
purchased hardware. The company mainly deployed
virtual machines, alongside bare metal, for services
that had more intense performance demands, such as
its Security Information and Event Monitoring platform
(SIEM). However, this approach was not scalable, and
Defense.com needed a more modern way to manage
its infrastructure.

Civo's team worked closely with Defense.com's
DevOps team to carry out a proof of concept,
demonstrating the ease of using the Civo platform and
the speed at which a 100% managed Kubernetes
cluster could be launched. Civo's FlexCore has been a
game-changer for Defense.com, providing:

Scalability and high-performance Al/ML capabilities
Predictable pricing, eliminating the risk of surprise bills
Real-time threat analysis and built-in security and
compliance features

The ability to scale up or down instantly as new
customers sign up

Improved productivity and developer velocity, thanks
to Civo's rapid Kubernetes launch times

Defense.com's security teams ran very extensive tests
against the Civo systems and applications to ensure
there were no weaknesses.

Pinson Roxburgh said, “Our security teams ran very
extensive tests against the Civo systems and
applications to ensure there were no weaknesses. The
results were excellent, and it gave us great confidence
in hosting customer data with Civo.”
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Oliver "FlexCore was a real breakthrough for data residency
. and sovereignty. Many of our customers require data
Pl]_’lSO]_’l—ROXbU,]_‘gh to stay where it originated. FlexCore gives us the
benefits of a public cloud in a private-region footprint:
scalability, high-performance Al/ML, real-time threat

_(‘\ analysis, built-in security and compliance, and
DEFENSE com- predictable pricing."

Defense.com™ CEO

Products and tools used

Flexcore

® Civo's Kubernetes-based infrastructure has enabled Defense.com to
process massive log streams and translate them into actionable
insights.

(® By utilizing FlexCore, Defense.com has achieved the scalability and
high-performance Al/ML capabilities required to support its growing
customer base.

Private region

» Civo's Private Region has been used to host Defense.com's SIEM data
in a highly scalable and secure environment.

® This has enabled Defense.com to meet data residency and
sovereignty requirements for customers in regulated industries, while
also providing industry-leading performance for SIEM event searches.

GPUs

» Civo's GPUs have enabled Defense.com to enrich log data with
security context and expose it to analysts.

® The GPUs have also been used to accelerate Al/ML workloads,
allowing Defense.com to build runbooks and other tools to quickly
ingest and make sense of new data.

Kubernetes

® Defense.com has transitioned away from a single large environment
hosting all applications and instead moved to Civo Kubernetes, where
smaller clusters are assigned per application.

® This has helped reduce the scope for single-point-of-failure issues and
improved developer productivity, thanks to Civo's rapid Kubernetes
launch times.



